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What i1s Boldon James? MTS

» Boldon James is a group of tools that will allow users to classify data
as it is used.

» Boldon James provides two tools for classifying data from your
workstation.

» File Classifier.
» Office Classifier.

» Each of these tools will allow a user to classify data as it is handled,
one file at a time.



Why do we need to use Boldon James? MTS

L [§

» Classification of all of MTS’ data is required to ensure the DLP tool
ForcePoint can control where data can be sent according to the written

policy (IT-017).

» The DLP tool can read some types of content in a file and compare it
to known standards like Social Security Numbers or Credit Card
numbers and from that match the control rules are applied according to
the above policy.

» Unfortunately, much of our data isn’t readable in this manner, as it may
be diagrams and technical descriptions that are unique in each
document. This means we need a way to place a tag in the file meta
data to identify the level of classification that applies to a file -

MST Restricted, MTS Export Controlled or MTS Secret.


http://sp/PoliciesProcedures/Corporate%20Policies/IT-017.pdf

How do | choose the classification? MTS

L [§

» Handling requirements for all of MTS’ data are in Information
Classification and Handling policy (1T-017).

» The policy provides examples of each level of data classification.

» There are three levels of classification in scope for the DLP program -
MST Restricted, MTS Export Controlled and MTS Secret.
Internal Use and Public do not need be classified.

» The policy should be used to provide guidance on which classification
tag is appropriate for files as they are handled.

» Information users are normally aware of the sensitivity of the
documents they handle, so they are the best qualified to apply a
classification tag.


http://sp/PoliciesProcedures/Corporate%20Policies/IT-017.pdf

MTS Restricted Data MTS
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» Unauthorized access to information may considerably damage the
business and/or the organization's reputation.
» Examples
» Customer or vendor portals requiring authentication.
Product details, costs, manufacturing details, drawings, etc.
Customer contact info, customer billing summary information.
Information that we are contractually required to protect.

Employee records such as salary, government issued identification
number, health/benefit related information.

» Passwords, encryption keys.
» Security incident or vulnerability details.
» This classification has one subclassification level:

» Restricted — Personal Information (including information protected
under local privacy regulations).

» Information is available only to a specific group of employees and
authorized third parties (under Non-Disclosure Agreements).
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MTS Export Controlled (ITAR) MTS

» Unauthorized access to information may result in a violation of US or
International regulations including exports of technical data.

» Export Controlled — ITAR or EAR.

» Required under applicable regulation such as DFARS 252.204-
7012.

» Examples:
» Engineering drawings and Bills of Materials.

» Information required for design, development, production, manufacture,
assembly, operation, repair, testing, maintenance or modification of
defense articles.

» Information covered under DFARS 252.204-7012.
» Information is available only to authorized individuals.



MTS Secret MTS

» Unauthorized access to information may cause catastrophic
(irreparable) damage to business and/or to the organization's
reputation.

» Examples:

» Mergers and acquisitions information.

» Unreleased information that would be considered a material release by
the SEC or other government agencies.

» Information related to products that are not patented and that require
protection beyond Restricted.

» Information is available only to a limited number of individuals in the
organization.



File Classifier MTS
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» Right click on the file, select classify and then choose the classification you wish to
be placed on the file and click OK.
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» Once a file has been classified, you will notice the lower left corner will be
coloured the same as the classification.
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Office Classifier MTS
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»  The Office classifier is easy to use. In an open document (Excel, PowerPoint or
Word) you will see a banner at the bottom of the document showing the Classifier
Label, the default state is “No Classification”.

Classifier Label

| This item has no classification

Page1of 1 36words [[} T Focus B -
» In the upper Left Corner of the Document, you will find the Label Icon on the
ribbon.

»  Click on “Label” and select the classification for the document.
nome met 0esion . @ OQnce labeled the “Classifier Label will turn the color of the
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Outlook Classifier M.

» The Outlook classifier is almost identical to use as the Office classifier. In a new or
reply Email you will see a banner at the bottom of the document showing the
Classifier Label, the default state is “No Classification”.

Classifier Label

| This item has no classification

Page 1 of 1 36 words [U :D: Focus F‘e y

» In the upper Left Corner of the Email Ribbon, you will find the Label Icon on the
ribbon.

»  Click on “Label” and select the classification for the document.
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» Continued on the next slide.
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Outlook Classifier M.

»  When classifying a reply within your Inbox, there are currently two differences, the
Label Icon is on the right end of the ribbon, and the text is slightly different.

£

Label selected
H message(s)

Classifier Label

MTS CONFIDENTIAL Page 11



File Classifier

MTS
I -

* File Classifier Video
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& Michael Tiebout (& NelNetTaxForm.pdf
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7/23/2019 7:16 AM
2/26/2020 1227 PM
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Adobe Acrobat D...
Quicken QDF bac...
Adobe Acrobat D...
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Office Classifier MTS

Office Classifier Video — Select <insert play> icon below to play
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Outlook Classifier

Outlook Classifier Video — Select <insert
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NOTICE »> Your Keeper Account is Abaut to Expire

Indiegogo
<} Update #6 from M1 Caliber - A Better Way to Measure

Mr. Cooper
Michael, you're getting a complimentary Mortgage Checkup
Talk to a refinance expert about today's rates.

GameStop Deal of the Day
Select $10 POP! & T-Shirt sets are the ultimate double-cool-bonus
It's a Deal of the Day you can wear AND display!

GameStop Deal of the Day
Select $10 POP! & T-Shirt sets are the ultimate double-cool-bonus
It's a Deal of the Day you can wear AND display!

4 Yesterday
Nextdoor Meadow View Park
Lost Package

4 Yesterday

Nextdoor Meadow View Park
Lost Package

Nextdoor Meadow View Park
From Richard Rohr,

Robinhood
Your Order Has Been Executed
Your market order to sell 4263852 shares of PFE was executed at an

Robinhood
Your Order Has Been Executed

@ Tell me what you want to do
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2 Reply & Delete
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Your market order to sell D.495176 shares of TM was executed at an average

Robinhood
Your Order Has Been Executed
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Your market order to sell 3 shares of VIRS was executed at an average price
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Mave Rules OneNote
- = Read
Move Tags

Q2 Reply EaReply All 5} Forward
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Lost Package

>

Unread/ Follow

Up~

Search People
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Y Filter Email -
Find

s.email.nextdoor.com:
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A= O
ead Send/Receive Label selected
Aloud All Folders message(s)
Speech Send/Receive Classifier Label

mtiebot@gmail.com

@ 1t there are problems with how this message is displayed, click here to view it in a web browser,
Click here to download pictures. To help protect your privacy, Outlook prevented automatic download of some pictures in this message.

B = Classifier Label

View on Nextdoor

Meg Biggs, Danebo

Hey neighbors, amazon says my package came Wednesday, | live on
Fuller off of Welcome Way.._didn't get it. It's 3 bottles of spa chemicals,
so prolly not too interesting to anyone.. just reaching out. Thank you in
advance. @

Lost & Found - Jan 24

0 [= 3
See 1 previous reply

Meg Biggs
| too don't want to assume...but I've never had a problem
before_..1 don't work, home all the time.

Mandy Beemer
Meg Biggs my daughter was home and we have cars in
the driveway. She said no doorbell was rung and...

View or Reply
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