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Systems and Data Integrity

1.0 PURPOSE AND SCOPE

This procedure is to provide a means for maintaining and insuring the integrity of the systems and data stored on those systems.

2.0 AFFECTED DEPARTMENTS

2.1 Approvals:
Larson Davis Management

2.2 Affected:
All employees

3.0 REFERENCE DOCUMENTS--None
4.0 RESPONSIBILITIES & AUTHORITY

4.1 Under the supervision of IT department employees, all employees are responsible for maintaining and insuring the integrity of the systems and data stored on those systems and used by the company. To accomplish that purpose, IT will provide and require the use of systems, software, hardware and procedures necessary to maintain the systems and data integrity.

5.0 DEFINITIONS

5.1
Systems – hardware and software used in the company to accomplish business activities.
5.2
Data – the information stored in or on company systems.
5.3
BSD– Business System Database
6.0 SAFETY PRECAUTIONS—N/A
7.0 EQUIPMENT & MATERIALS—N/A
8.0 INSTRUCTIONS

8.1 Procedures and methods for using the systems are documented in hard copy manuals, in training materials, in online help available from within the systems, and/or in other quality procedures and/or work instructions.

8.2 Peripheral systems that cause information to be entered or are caused by information reported from the systems and/or data are documented in other quality procedures and/or work instructions.

8.3 Integrity protections, including but not limited to virus checking and correcting, hardware redundancy, data backup and disaster recovery systems, will be installed and maintained by IT with the following exceptions:

8.3.1 Antivirus will be installed and maintained by IT.  Scans will be scheduled and run by IT, and IT will audit this on an as needed basis.

8.3.2 Users with important data stored on their local systems may request the data to be backed up on tape; the request must be made by email (other backup methods must be approved by IT).

8.3.3 Redundant hardware may not be maintained for systems that can be readily replaced or are covered by hardware maintenance agreements.

9.0 INSPECTION

The IT department reviews the systems and data periodically as deemed necessary by the IT department manager to insure systems and data integrity.  Problems that the IT department manager determines should be corrected are addressed by IT personnel, involving other employees as needed.

10.0
RECORDS
The IT department maintains records of systems and data, of data integrity procedures such as backups and virus checks, and of corrective actions determined to be needed and the final disposition of those corrective actions as deemed appropriate by the IT department manager.

11.0
DISTRIBUTION

All employees

12.0
ATTACHMENTS--None
13.0
REVISION HISTORY
	DCO #
	REV
	DATE
	INITIALS
	CHANGES MADE

	
	A
	9/14/98
	RGC
	Initial release

	
	B
	9/22/99
	WLN
	Additions in section 4 & 8

	575
	C
	7/17/03
	WLN
	Additions in section 4

	1024
	D
	7/23/07
	HKB
	Replace IS with IT.  Replaced Visual Database with BSD.  

	1108
	E
	5/16/08
	MD
	Updated sections 8.3.1 and 8.3.2.
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