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
STANDARD OPERATING PROCEDURE
	



PE1012-LD Visitor Reception and Building Security

Purpose:

To ensure that adequate building security is maintained while accounting for outside visitors
Responsibilities:

Receptionists are responsible to ensure visitors and employees follow this procedure and that no unauthorized individuals are allowed access to the buildings.

All employees shall adhere to this procedure.

Associated Documents:

fillin "Enter any documents specifically associated with this procedure.  Always include ISO 9001, QSM, and QAM but not PCB forms or procs.
Procedure:
1. Employee Access to LD/PCB facility:  Generally access is limited for employees to normal working hours. Employees are also permitted on site during other hours by the approval of their supervisor or manager. Based on responsibilities, some employees have access to the facility at all times and are provided with access security cards and keys to enable this access. Employees of other PCB Group Companies may also enter the building unescorted as long as the Receptionist is notified that they are in the building via email or other written notification.

2. Visitor Access to the facility:  Visitors must enter the building through the South Building Reception area.  Visitors must sign the visitor register, and await their employee escort.  A list of visitors who do not need an employee escort will be approved by management and maintained at the reception area.  Immediate family members of employees are approved visitors not needing escorts.  Any visitor requesting access to the facility without an escort who is not on the approved visitor list must first be approved by the General Manager or Safety Manager.  These visitors must also follow the sign-in procedure. 

3. Foreign National visitors – the PCB Export Manager must review the purpose of visits of Foreign Nationals.  He will advise the PCB host of any special procedures that must be followed during their visit so as to keep the company in compliance with appropriate laws.
4. Emergency Evacuation - In the event of a building evacuation, the receptionist is responsible for bringing the sign-in book with them to their staging location.  This allows all visitors to be accounted for.  The visitor’s host is responsible to escort all visitors under their guidance to the emergency evacuation staging location.
5. Photography/Video Equipment – visitors are not permitted to photograph, video or take audio recordings without the approval of the PCB host.  The host should report to management the purposes of the photographing, videoing and recording at the PCB facility and receive approval prior to allowing these actions to take place. Audio recordings made in conjunction with a product demonstration and/or evaluation do not need management approval.

6. Deliveries – truck drivers and delivery personnel are restricted to the Shipping and Receiving areas—dock area, stores window area and South Building reception area.
7. Building Security Alarms—Entrance & Lock up—Each manager will determine which employees are authorized to receive building keys and alarm security codes.  It is the Managers responsibility to see that each employee follows the proper procedures when entering or leaving the building.  The General Manager will be responsible for issuing keys and I.T. will issue entrance cards to authorized employees.  If an alarm is set off while entering or exiting the building the employee must follow the instructions posted in each entrance area and call one of the individuals on the list.
It is the responsibility of each employee who is in the building after hours to determine if they are the last one in the building.  If they are the last person to leave the building it is their responsibility to turn off the lights, check all doors to assure that they are properly closed and locked and to turn on the alarms.
When an employee enters the building and finds that the alarms are not turned on the employee should proceed with caution to check out the building for signs of improper entry.  If there is evidence of improper entry, vandalism, theft etc. the police should be notified immediately.  If the employee is concerned about their safety or feels uncomfortable doing a search of the building or feels something is not right they should leave immediately and notify management and the police.  

The General Manager should be notified whenever the building is found to be unlocked, alarms not set or other suspicious activity.  The General Manager will determine if further investigation is warranted and make inquiries as deemed necessary.

Referenced Documents:

fillin "Enter any PCB forms or procedures specifically referenced within this procedure:Emergency Action Procedure-LD Plant, PE1016-LD
Unusual Conditions:

The receptionist should question and stop any individual attempting access who is not known by the receptionist as an employee.  Access to the building for non employees should not be allowed except as outlined in the above procedure.

In the event that an individual refuses to follow the instructions of the receptionist or if building security is breached, THE RECEPTIONIST WILL TAKE NO ACTION WHICH MIGHT ENDANGER THEIR WELFARE OR THE WELFARE OF OTHER LD/PCB EMPLOYEES.  IF NECESSARY, IMMEDIATELY CONTACT EMERGENCY POLICE DISPATCH (911) AND NOTIFY INTERNAL SECURITY BY MEANS OF THE SECURITY PAGE (SEE BELOW).


In the event of a security breach not requiring police notification, the receptionist should attempt to contact the General Manager or Safety Manager and / or page the following security page over the paging system: “Bob Lally, please report to the receptionist.” 
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