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User Guide: Network Servers Back-Up

Purpose - The purpose of this backup procedure is to provide a restore point in the event of damage, deterioration, or loss of computer-resident quality records under conditions of catastrophic computer system failure.  Records are backed up from each of the major computer systems (Syteline Server(s), ADP Server, Webserver, Applications Server, Messaging Server, Database Server, et al).

PCB currently utilizes two distict backup systems. Each system meets or exceeds the retention requirements, however operate differently. 

· Periodicity – 
· Disk Based Backup: A full backup is perfomed on each system nightly. All backups are stored on disk in the Depew datacenter. 

· Daily: Every backup is flagged as daily

· Weekly: Sunday backups are flagged as Weekly

· Monthly: 1st of the month is marked as a full backup. The backups are then exported to Tape for off-site storage via an automated tape out (ATO) process. 
· Tape Based Backup: Each system is backed up in full once per week.  Additional daily differential backups are performed.  Monthly full backups are also performed in lieu of their respective weekly backup. The current schedule is:

· Daily: Incremental backup every Sunday, Monday, Tuesday, Wednesday, Thursday.

· Weekly: Full backup every Friday of the 2nd through last week of the month.

· Monthly: Full backup every 1st Friday of the month.

· Retention – Successful Weekly backups are retained for four weeks.  Successful Monthly backups are retained for a minimum of 1 year.  Backup sets are not recreated if they do not exist, are unreadable, or have been accidentally altered.
· System Mods - Prior to any major system mods, either developed software or purchased software, a full backup of the associated system may be performed to facilitate immediate recovery.  This backup is retained until the system change is found to be effective.  The decision to backup prior to modification and actual retention time is made by the IT staff member implementing the change.

· Media/Backup Software - The backup tools and media are system dependent and may be changed at the discretion of departmental staff.

· Local Storage – Backups on removable media will be stored in the tape libraries and / or designated file cabinet in the Datecenter.  This includes the past two weekly media sets and any daily media sets.

· Offsite Storage – Selected backups will be stored offsite to protect against loss of company data in case of a facility-damaging incident.  Within the backup software the media is manually moved to the Warner media location.  Based on the media set that the tape is part of, the software indicates when the tape is overwritable.
· If a backup session fails, IT may choose to reschedule the backup or postpone the backup until the next normal cycle. Retention will be adjusted accordingly.
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