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User Guide:  Purging a Former Employee From IT Systems

Purpose:

This procedure provides guidance into all IT areas that may require maintenance when purging a termination from the network.
Responsibilities:


Director of IT maintains this procedure. All IT staff may execute it.
Affected Department / Product Group / Support Group:

IT

Associated Documents:

ISO 9001, PCB Quality Assurance Manual
Procedure:
IT will receive an Email from HR listing employee terminations and their effective dates.

At the close of business on the effective date of the termination the following steps need to be performed in the various systems.

Active Directory

1) The employee account password should be changed immediately.( right click on their username and choose “change password”). Do not disable the account until after email is archived to prevent critical email from being bounced back.


2) The terminated employees workstation should be recovered by the Help Desk and any files in the users profile (My Documents, Favorites, Desktop and archived email (.pst)), or hard drive should be copied to the terminated employees personal home drive (U:).

3) The terminated employees manager may want to have that employees email forwarded to another email address.  If this is requested please use the following steps.

(a) Find the terminated employee in Active Directory and rename their email address.(ex. jsmithold@pcb.com)

(b) In Active Directory expand the “Disabled” folder 

(c) Click on “Termination Email Addresses”
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(d) Create a new group as a distribution list with the name of the terminated employee.

(e) Check the box to create a new email exchange.

(f) When finished edit the properties of the new distribution list and change the email address to match the terminated employees old email address.

(g) Click on the “Exchange Advanced” tab and check the box that says “Hide group from exchange address lists”

(h) Add the person whom the email is to be forwarded to as a member of the distribution. ( Note: There should only be one member of the distribution list)



4) The terminated employees inbox should be archived and copied to the terminated employees archive location (\\NYDFS08\homedrive$\username).  To archive the mailbox please use the following steps.

(a) Find the terminated employees account.

(b) Right click on it again and select reset password.

(c) Type in a new password.

(d) Log into the terminated employees workstation and open their email.

(e) Click on file then select archive from the dropdown list.

(f) Select the option to archive this folder and all subfolders.

(g) Select the mailbox folder (Not Just Inbox). Ex. Mailbox-username

(h) Change the date in the archive items older than box to tomorrow’s date.

(i) Click on ok. (note the location of the archive file you will need to copy it from this location to the terminated employees archive location.

(j) Close out of email and log out of the terminated employees account when you are finished archiving their mail box.

5) The employee should be removed from all AD Groups account should be disabled in Active Directory.  To do this find the terminated employees account right click on it and select “disable account”.
6) The terminated employee’s home directory (U drive) folder should be moved to the terminated employees archive location (\\amethyst\homedrive$\terminated employees).  

(a) This should be done by cutting and pasting the folder from its original location to the archive location.  This will preserve any special security rights that may have been granted to the folder.

(b) If the terminated employees manager needs to have access to these files they should be given read only access to the terminated employees folder.

5) The terminated employee’s workstation should be ghosted, reimaged and placed in stock to be reissued to the replacement employee or another employee.


6) Check the terminated employees phone for voicemail. If there are any messages reset the voicemail passcode and tell the supervisor. If it is requested the phone extension may need to be forwarded. (#45 and the extension it is forwarded to)


7) The terminated employees phone extension and VM box should be reset back to default settings. (Do not delete the extension if it is being forwarded.)

8) If the Terminated Employee is an FAE check to see if they have an (800) and change the forward of that number as required


9) The Terminated employee should be removed from the phone application and the phonenorm.doc found in R:\general\phone 


10) If applicable, the terminated employees Syteline and C2 account should be deleted.


11) The terminated employee should be removed from MFD scanning software.


12) The terminated employees AD and Email accounts should be deleted after all archives are completed.


13) After 30 days the terminated employees folder should be purged from the terminated employees archive.

Syteline

If the employee is “standard”, delete the user account from Syteline and remove any printer default settings.  Use “Find Text in File” CTRL-F9 utility to find username in programs and update any programs with embedded email distributions.  These actions must be repeated in all sites (PCB, NC, and Provo) and also in Group Sales Co DB as required.   A standard employee is one whose permissions or email receipts are not different from the norm for his/her group.

A non-standard user has a unique permission set and may be replaced with a new employee who needs those same permissions.  In this case, it is useful to retain the user account in Syteline until the replacement employee starts.  To accomplish this, replace the user account password with random characters to disable the account.  No other action is taken until permissions and/or printer settings have been copied for the replacement.  When the unique permission info is no longer needed, follow procedure for standard employee.

Caveat: For both types of users, we must immediately remove the user from the email lists in programs if the user name appears without @pcb.com.  Short email addresses cause delivery problems on the remaining addressees if the AD account is deleted/disabled.

C2

1) The terminated employee’s C2 user certificates are removed. The terminated employee is then deleted from C2 User Certificates.

2) The Opportunity Requested Approval From data bank field is checked and terminated employee is removed from list if present.

3) The terminated employee is deleted from Domino Directory.

4) The terminated employee is then removed from all Domino Security Groups membership. C2Authors, C2Editors, C2Editors, DOLS_Restricted_Agents and DOLS_Unrestricted_Agents are reviewed and updated as necessary.

5) The terminated employee’s C2 record is updated changing the user’s title to “no longer there”

6) The Help Desk is contacted to remove the user from C2 Users and C2 Offline Users Active Directory email distribution lists
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