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User Guide: Non Disclosure Agreement Guidelines 

Purpose:
  In order to properly protect PCB’s confidential information, it is necessary to have an executed Non-Disclosure Agreement (NDA) in place with third parties before any confidential information is shared.  Once an NDA is executed, it is necessary to follow the requirements of the NDA in order to ensure continued protection of confidential information under the NDA.
Considerations:
1. Confidential information is information that would cause harm to PCB if it was not kept confidential.  It can include, but is not limited to, development ideas, request for proposal / information / quote, technical discussion, etc.  Confidential information can be shared verbally or in writing.  If PCB does not want our competitor to have access to the information, NDA protection should be put in place. Any written PCB confidential information provided to third parties should be clearly marked as proprietary and confidential.
2. Regardless of the reason for the sharing of confidential information, if the information being shared is deemed by PCB to be confidential, an NDA should be in place.
An NDA should be in place before:
· technical discussions or meetings are held with suppliers, customers or other third parties where PCB confidential information is to be exchanged;
· supplier or customer audits where PCB confidential information is to be shared;
· meetings and/or tours of PCB with visitors, customers, or with equipment, parts, engineering or service suppliers when PCB confidential information is to be shared; or
· information is shared regarding a Program part.
Further Considerations:
1. When a broker is being used in any transaction or any potential transaction, an NDA should be in place with both the broker and with any third party used with which our confidential information may be shared. 
2. If information is to be shared outside of the U.S., PCB needs to consider whether our NDA, even if signed, will adequately protect us.  If the information is of a mission critical type nature, it may be necessary for PCB’s Legal Department to consult with outside foreign counsel to determine if the NDA is enforceable within the respective country.  Under no circumstance is an ITAR marked part, drawing or any other technical information to be sent to a Foreign National without prior export license approval (see Export Manager for guidance). 
3. When it is determined by Supply Chain, Engineering, Sales, etc. that the specific information to be shared triggers the need for an NDA, the Legal Department will provide the NDA to the requestor or directly to the third party and provide any guidance regarding legal issues that may be needed. 
NDA’s are not required when the information / documentation to be shared is not considered to be information of a PCB confidential / competitive nature.  When in doubt, Legal should be consulted.  Legal will make sure appropriate parties will be involved to make the decision.
Obtaining an NDA:
The process for requesting a Non-Disclosure Agreement from Legal follows:

Send an e-mail to Jessica Kumm (with a cc: to Scott Corrie) inquiring whether an existing NDA is in place, and if not, requesting a new NDA.  Please include the following information: name of company, address, contact person and e-mail, and reason for needing an NDA.  Legal will send the NDA directly to the contact provided unless advised otherwise. 
1. Direct any NDA related requests for modification received from the third party to Legal.  Legal will work on finalizing the NDA. 

2. Once the other party signs and returns the NDA, Legal will have the NDA countersigned and will share a fully-executed NDA with the other party and will inform the requestor that the NDA has been executed.  Legal will maintain the file of NDA’s. 
3. Confidential information shall not be shared until the NDA has been confirmed by Legal as executed by both parties.  
In some cases, the customer or supplier will provide their form of NDA to PCB for review.  In that case, please forward the customer/supplier form to Legal for review, comments and/or acceptance.  Please also provide information regarding the reason for the NDA.
NDA Compliance / Sharing Confidential Information:

When sharing confidential information, please ensure the requirements of the NDA are followed.  For example, all written Confidential Information should be marked “Confidential” or “Proprietary”.  Also, some NDA’s require all verbal confidential information to be put into writing and shared within a certain amount of time.  If you have any questions regarding how confidential information should be shared, ask Legal.  If you are unsure whether an NDA has expired, ask Legal.
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