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User Guide:  Counterfeit Electronic parts and materials avoidance program

Scope: This document details the program used by PCB Load and Torque to ensure that counterfeit electrical, electronic and electromechanical (EEE) parts and counterfeit materials are not introduced into products supplied to customers. 

The program addresses avoidance, detection, mitigation and disposition of counterfeit or suspected counterfeit EEE parts and materials.

The requirements in this document also pertain to parts returned from suppliers that have been reworked.

Other References & Resources Required:


The PCB Load & Torque program herein is based on the requirements found in the AS5553 and AS6174 standards.

1)
Purpose:   This document defines requirements intended to mitigate the risk of counterfeit parts/materials being incorporated into PCB Load & Torque products intended for delivery to customers.
2)
Audience/Application:  Including but not limited to program management, supply chain, quality assurance, receiving, manufacturing and engineering.
3)
Definition Of Terms:  

After-market Manufacturer - A manufacturer that meets one or more of the following criteria: 

a. The manufacturer is authorized by the Original Component Manufacturer (OCM) to produce and sell replacement parts, usually due to an OCM decision to discontinue production of a part. Parts supplied are produced from materials that have been:

i. Transferred from the OCM to the Aftermarket Manufacturer, or 

ii. Produced by the Aftermarket Manufacturer using OCM tooling and intellectual property (IP). 

b. The manufacturer produces parts using semiconductor dice or wafers, manufactured by and traceable to an OCM, that have been properly stored until use and are subsequently assembled, tested, and qualified using processes that meet technical specifications without violating the OCM’s intellectual property rights (IPR), patents, or copyrights. 

c. The  manufacturer  produces  parts  through  emulation,  reverse-engineering,  or  redesign  that  match  the  OCM's specifications and satisfy customer needs without violating the OCM's IPR, patents, or copyrights. 

In any case, the Aftermarket Manufacturer shall label or otherwise identify its parts to ensure that the “as shipped” aftermarket manufactured part cannot be mistaken for the part made by the OCM.

Authorized Distributor - A distributor with which the Original Manufacturer (OM) has a contractual agreement to stock, repackage, sell, and distribute its product lines. Authorized Distributors normally offer the product for sale with full manufacturer flow-through warranty.  

Broker – A general category of suppliers who do not meet the definition of “Authorized Distributor”.  These include unauthorized aftermarket manufacturers, as well as unauthorized, independent, and non-franchised distributors.  

Contract Manufacturer – A supplier capable of manufacturing and purchasing all the components needed to produce a finished electronic product (e.g. circuit card assemblies, printed wiring assemblies, cable assemblies, coil assemblies, machined parts and sub-assemblies, etc.).
Counterfeit Part/Material – A part/material that is a copy or substitute of an Original Equipment Manufacturer (OEM) or Original Component Manufacturer (OCM) item without legal right or authority to do so, or one whose material, performance, or characteristics are knowingly misrepresented by a supplier in the supply chain. 

EEE - electrical, electronic and electromechanical parts 
4)
Procedure:  
A. Personnel Training

a. Relevant employees will be trained in the awareness, avoidance, detection, mitigation and disposition of suspect or confirmed counterfeit EEE parts and materials commensurate with their job function. Records of such training shall be maintained. 

b. PCB Load & Torque will determine which internal training programs will contain this procedure and how the training will be conducted.  Relevant employees trained may include those individuals involved with program management, supply chain, quality assurance, receiving, manufacturing and engineering.

c. Training will be updated to address any changes to the referenced standards or changes to PCB Load & Torque’s internal program.

B. Parts Availability

a. During the design and development phase of new products, PCB Load & Torque will assess the long term availability of authentic parts and part sources for production and support of systems.  This review will be part of the design review process.  When new EEE parts are released they will be loaded into IHS System by the Regulatory Specialist to ensure that PCB Load & Torque receives alerts of suspect counterfeit parts.

b. When parts availability or obsolescence risks are identified, the resolution process will include consideration of lifetime buys, alternate/multiple sources, development of new items or sources, redesign or other appropriate means to reduce the risk of exposure to suspect or confirmed counterfeit parts  and materials.  

c. Parts availability or obsolescence risks are identified via direct communication from suppliers of EEE parts and materials or through industry and government sources (e.g. GIDEP).

C. Purchasing Process

a. PCB LOAD & TORQUE will purchase material from Distributors or manufacturers that are on PCB LOAD & TORQUE’s Approved Supplier List.  

b. PCB LOAD & TORQUE will purchase EEE parts from suppliers that are Authorized Sources.  This requirement is flowed down to PCB LOAD & TORQUE electronic assembly suppliers.

c. PCB LOAD & TORQUE will purchase material from original manufacturers or authorized suppliers whenever possible.

d. Potential suppliers are evaluated according to PCB LOAD & TORQUE’s Supplier Approval Process.  For suppliers of EEE parts and materials, consideration for approval and source selection is based, in part, on the supplier’s program for counterfeit parts avoidance and is part of the supplier approval process.

e. Continued approval of EEE parts suppliers and materials will be based, in part, on notifications from industry and government sources including IHS and GIDEP
.
f. When suppliers must use EEE parts or materials from an unauthorized source they are required to notify PCB LOAD & TORQUE prior to delivery.  In addition they must provide a documented counterfeit parts risk assessment and risk mitigation plan.

D. Part Verification

a. When PCB LOAD & TORQUE is notified that EEE parts are being obtained from an unauthorized source, the notified source must notify the Quality Manager. The Quality Manager will coordinate with Receiving Inspection function to verify that a risk assessment and risk mitigation plan is on file.  The absence of this plan will result in the parts being rejected and quarantined until a part inspection plan is documented.

b. Procured items from authorized sources will be verified against the documented part inspection plan. Visual verification of components, materials and supplier-provided documentation is key to guarding against counterfeit parts and materials which includes but not limited to the following steps:

i. Inspect the supplier documentation carefully. Check for any information that appears unusual or different from previous submissions.  Fortunately, much counterfeiting is performed in non-English-speaking countries and the English in the paperwork may contain mistakes as an indicator. 

ii. Look carefully, under a microscope, at the marking of the device and the surfaces of the plastic.  Virgin components will have strikingly sharp detail in the letters.  If the letters are faded or incomplete, the component is likely counterfeit.  Look for consistency among several components from a lot.  If the markings look different, be suspicious.  When sanded, the plastic in counterfeits has a much smeared appearance with sanding waste plugging the pores of the original surface finish.  

iii. The electrical leads of a virgin component will have a finish that is very smooth, while retouched and straightened leads will have a rough appearance.

iv. Look for handling damage in the package material (often plastic) or leads.

v. It is advisable to look at a few components throughout the tray or reel packaging.

E. Investigation/Control

a. When PCB LOAD & TORQUE is made aware of a suspect or confirmed counterfeit EEE part or material through notification from the Supplier or from industry or government sources, the Purchasing Manager or designee shall be responsible for researching the notification to determine if it applies to PCB LOAD & TORQUE.

b. If the notification does apply to parts or materials supplied to PCB LOAD & TORQUE, then the Purchasing Manager will advise the affected personnel to initiate containment of the part in question.

c. The containment will include parts or materials on order, parts or materials in inventory, parts or materials in process, parts or materials built into finished product in finished goods inventory, and parts or materials built into finished product that have been shipped to customers.

d. Confirmed counterfeit EEE parts or materials will be considered nonconforming and identified with a nonconforming material tag.  The material will be quarantined until the investigation is complete and a disposition determined.

e. If parts are dispositioned for scrap, the parts shall be rendered physically unusable.

F. Material Traceability

a. Identification of each product manufactured by PCB LOAD & TORQUE that contains EEE parts is maintained throughout the life of all products in accordance with PCB LOAD & TORQUE, customer contractual, statutory, regulatory or other requirements through model number and serial number, which is traceable to the job router through the business enterprise system.  

b. Purchased components packing list and receipt date  is archived. 

G. Reporting

a. When PCB LOAD & TORQUE has determined that any EEE part, assembly, or material may be suspect or confirmed to be counterfeit, the incident will be reported to the applicable parties.

i. Suppliers of the EEE part or material in question will be notified by Purchasing.

ii. Customers who may have received product containing suspect or confirmed counterfeit EEE parts or materials will be notified by the applicable Sales representative.  Product will be dispositioned according to PCB LOAD & TORQUE’s procedure for recalling product.

iii. Industry notifications of confirmed counterfeit material will be made via the GIDEP system by PCB LOAD & TORQUE Sensors corporate.

H. Auditing

PCB LOAD & TORQUE’s program for counterfeit parts and material avoidance will be audited periodically
�Need to make sure notifications are sent to Tim Stevens.
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