PCB Piezotronics, Inc.
             
[image: image2.png]ICS)




Clause: 7.5  


Quality Assurance Manual (QAM)

Page: 8 of 8 
Revision & Date: E, 01/07/2020


Approved by: David Dulanski


[image: image1]

Process: 7.5  Documented Information
Process Owner: Senior Leadership Team, Quality Assurance System Management Representative, Document Administrators, Department Managers and Supervisors.
Process Description: To control, store and protect quality management system documented information ensuring adequate access, identification, retrieval, legibility, continued suitability and to retain this information as evidence of product conformity.  This process also provides guidelines for the review and update of approved documented information and prevents the unintended use of obsolete documented information.

Process Inputs: AS9100, ISO-9001, ISO-17025, IEC80079-34, 10CFR21, 10CFR50-App.B, QSM, externally provided documents.
Process Measurements: Internal and external auditing results, customer complaints.

Output / Records: Quality System Procedures, Forms, Process Maps, Issue and Revision Records, Indexes, Standard Library Records, QSM, QAM, Product Drawings, Product Specifications, Product Software/Firmware, Special Equipment Control Programs (Machine Shop N/C, Welding, Laser Marking, Micro Wire-bonding).
Responsibilities: 

       1.
The Document Originator is responsible for creation of a document in accordance with the Quality System process QA01 Document and Data Control.


2.
Document Administrators are responsible for guidance for the portion of the organization over which they have jurisdiction.

3.
The Quality Management Representative is responsible for maintaining the Quality System Manual and Quality Assurance Manual.

4.
The Archive Custodian(s) maintains and carries out the Quality Record procedure for PCB’s off site records.

7.5) Documentation Information
7.5.1) 1) PCB’s quality management system (TCS) includes documented information required by the AS9100 standard, minimum, as well as other standards required by customers or other external interested parties.  This documented information has been determined by the senior leadership team as being necessary for the effectiveness of our quality management system.  This information includes:

2) Level I - Quality System Manual (QSM) – (sometimes referred to as the Quality Policy Manual): Contains our quality policy “TOTAL CUSTOMER SATISFACTION” and associated mission statement. This document represents the philosophy that embodies the PCB corporate structure and its employees. The Management Representative controls and maintains this document.  This manual is made available externally upon request to provide an overview of our quality management system and our quality objectives.  It is available to PCB employees, who remain familiar with its content, through viewing access on the PCB information systems network.  This document indicates the relevant level II supporting documents.
3)  Level II - Quality Assurance Manual (QAM) - A company-wide electronic document viewing system complying with the requirements of the AS9100 International Standard as well as additional applicable standards defined in this procedure.  The system documentation provides a map of the processes and corresponding procedures that form the basis of the PCB Quality Management System.  This documentation is suitable for ensuring effective planning, operation and control of processes and their documented information, while addressing requirements imposed by applicable statutory and regulatory authorities.  Documentation is controlled and maintained by the Management Representative and system document control administrators.  Quality management system documentation is available to all PCB employees through PCB’s electronic information network (TCS document system).  Documented quality assurance overview training and specific departmental training is provided, with training records retained, to all new employees at time of hire ensuring awareness of relevant procedures.  Customer, statutory and/or regulatory representatives visiting PCB are provided access to non-proprietary quality management system documentation.

4) Level III - Departmental Manuals - Departmental manuals containing procedures, flow charts, instructions and/or user guides are controlled and maintained by Managers, Supervisors, and Document Administrators (QA002) of each department.  These manuals provide operational procedures, forms, work instructions and user guides pertaining to each department’s quality system activities.  Each Department is also responsible for identification, preparation, implementation, control and maintenance of retained documented information (Quality Records - see Document Index CS002). Providing the fundamental directives that ensure accurate and consistent task performance, this level of documentation is made directly available to all employees.  Employees receive periodic training to maintain required competencies. A two letter prefix, in conjunction with assigned document number, is used on forms and instructions to differentiate between various departments and processes within the quality management system.  The issuing, maintenance and control of these document identifiers is responsibility of Quality Assurance Manager.  All currently approved document listings may be observed in the corporate TCS network document control folders.  (Some example prefixes are: CR – Crystals Department, DD - Drafting Department; EN – Engineering and QA – Quality Assurance).
5) Documented information shall be considered as any hardcopy document or electronic data that is evidence of product conformity to requirements. This evidence of activities performed demonstrates that product, process, or service requirements have been met.
7.5.2) Creating and Updating

1) When documented information is created or updated, process QA01 Document and Data Control illustrates how the information is identified, described, formatted, media type, and the review and approval for suitability and adequacy.  Defined approval methods in this procedure identify the required authorization(s) for the types of documentation within the TCS quality management system.  
2) The Management Representative (and delegated representatives) is responsible to maintain compliance for the Quality System Manual, Quality Assurance Manual and associated user guides and process maps.  Document Administrators (QA002) are responsible for their assigned departments.  Approvals are maintained on the documents issue and revision record identified by initials and date of approval.  All quality management system documentation (level I, II, III) is maintained electronically on the TCS network.

3) Documents are reviewed by affected parties prior to their use (see QA01).  Additionally, QSM, QAM, departmental procedures, process maps, user guides and forms are reviewed during internal audits.  For document revisions in response to a corrective action (e.g. Audit Finding form QA005, Material Disposition Report form QA020, Syteline Corrective Action Request CAR form), the corrective action assignee is responsible for providing completed information (containment activities, root cause analysis and proposed corrective action) with the document revision proposal.  

Changes to documents are reviewed and approved by documented approval authorities (QA121).  When required, document revisions are coordinated with customers or regulatory authorities through our Configuration Management process unless superseded by contract or regulatory requirements.

4) Changes to Level III Manufacturing Documented Information:
4a) In order to record and retain legible evidence of approval authority(s) for hand-written changes, or corrections, made to manufacturing documentation (i.e. assembly procedures, routers, BOM’s, drawings, etc.), the changes recorded shall be in accordance with QA1044 records Control Policy User Guide requirements (e.g. a single-line cross-out with employee identification per QA1044). 
4b) Operations that appear on the Job Router but are only performed when required to meet test or calibration specifications (e.g. a trimming operation not required because the unit meets specification), shall be marked “N/A” by a Technician in accordance with QA1044 records Control Policy User Guide. 

4c) For any changes to explosive atmospheres product (ATEX - ENG5555-02, -03) that affect form, fit or function, the approval authority recorded shall be in accordance with EN048 Authorized ATEX Program Personnel List.  For any changes to Program (ENG5555-04) products that affect form, fit or function, the Program Manager shall record their approval for proposed change(s) and determine if customer-approval is required based on contract requirements.
4d) Temporary process or material changes implemented by the approved design authority shall be recorded directly on the Job Bill of Material (BOM), and/or Job Router including sequence of router steps, addition or elimination of router steps and/or drawing with Engineer’s printed name and date (employees may also use either their controlled stamp with their initials and date, or, their employee number with their initials and date).  Additionally, to address WIP or future builds, the engineer may document changes on a Material Deviation Notice (MDN) form EN082, in accordance with EN082i, per MDN Process EN31.  
When evaluating potential changes to other items and WIP jobs, the engineer shall perform a “look-across” using available search functions such as:  http://mypcb.pcb.com/Applications/Custom_Search located on network, and/or “Job and Current Material Searches”, or “PCB Current Operation Note” searches in the ERP system; and also work with planners to update identified jobs and/or items to prevent future jobs from being released without proper documentation changes in effect.
4e) Permanent process or material changes (BOMs, Routers, Drawings, Assembly Procedures) shall follow the Engineering Change Order (ECO) process DD02 using form DD002 Engineering Change Order.
4f) A temporary change in work centers can be authorized by a Production Supervisor or by Engineering as long as the change is not for ATEX (ENG5555-02, -03) or Program (ENG5555-04) product, and does not affect form, fit or function of the part.  The change must be marked on the Job Router with the authorized person’s printed name (or stamp) and date.
4g) For Standard Router changes, the engineer shall use the Standard Router Updater to make changes to the Router text for clarification purposes only.  Other Router changes require an Engineering Change Order (ECO) form DD002 per Engineering Change Order process DD02.
4h) Note: Prototype units built on Engineering Jobs (R&D) that will not be sold to a customer are exempt from PCB’s requirements for record control. In the event a unit built on an engineering job is converted into a saleable item, then all records must be completed prior to product shipment.
5) Changes to quality management system level III controlled documents:

5.1) Revision of Level III controlled documentation (procedures and forms), including to obsolete and or create a new document, shall comply with QA01.  The document change requestor must determine who and what facilities are affected by the change and obtain required approvals per QA121 Document Approval Authorities.  The approval authorities obtained shall be recorded by Document Administrator on the Issue and Revision Record CS003.
5.2) Affected parties, at a minimum, shall be all company personnel identified under either the responsibilities section of the document or identified and/or referenced within the body of the document.
5.3) Any revision being incorporated into a document shall be displayed in red text to differentiate from unrevised text and to enable the reader to determine the extent of the change (if only removing data leaving no red print, note data removal in Issue and Revision Record).  Upon subsequent revision, any previous red text should be converted back to black font, and the newly revised text made red.
5.4) For creating or updating documents maintained in the TCS computerized quality management system, the following shall be conducted:


5.4a) Employee shall “copy” the original document to a working file,


5.4b) Employee shall keep all changes confined to the working file until changes are complete and approvals obtained,
5.4c) Quality management shall update the master document in our computerized system once the document is approved and     ready for release per QA01.
6) When specified by contract or regulatory requirements, document changes will be coordinated with customers or regulatory authorities as defined in the Configuration Management procedure (EN01).
7) Product certified to ATEX114 and IEC80079-34:
7.1) The Authorized Person (see EN048) or Technology Center / Division lead engineer ensures that all equipment documents, drawings, EC Type Examination certificates and final calibration certifications are secure, in good condition, and stored in a way that provides easy access to authorized staff.  See Document Index CS002.
7.2) The Authorized Person is responsible for maintaining a register (EN012) for all data required by the Standard.  A register maintains all required documents and the documents are retained on file.  The register provides all equipment documents such as: 

· EC Type Examination certificate number.

· All supplements to the original EC Type Examination certificate.

· The Annex number of the production module selected with respect to each EC Type Examination certificate.

· Where the production module requires the involvement of a Notified Body, then the name of the Notified Body who has granted the Notification with respect to each EC Type Examination Certificate shall be stated.

· The technical file.

· All other certificates/registrations issued by the Notified Body.
7.2a) The Authorized Person will receive all documentation and will incorporate relevant parts into our manufacturing  

       system.  Manufacturing documented information is controlled per documented quality management system procedures.
7.3) The Authorized Person is responsible for reviewing compliance of information contained within PCB manufacturing documentation with the requirements of the EC-Type Examination Certificate.  Related drawings are not approved or amended unless they are in compliance with the schedule drawings.
7.4) It is the responsibility of the Authorized Person and/or Product Certification Specialist to obtain documented Notified Body (issuer of the EC Type Examination certificate) endorsement of an EC Type Examination certificate change prior to implementing the change.  The Engineering Change Request (ECR) system is used to control these changes (see procedure DD02). All EC Type examination Schedule drawings are entered into PCB Piezotronics, Inc drawing control system to ensure no changes can be made without required approvals.  The drawings and corresponding Bill of Materials (BOM) are identified with a “no modifications” statement and can only be changed when the Authorized Person obtains documented approval from the Notified Body or issuer of the EC Type Examination Schedule drawing.  

The Authorized Person may approve related drawings not listed on the EC Type Examination certificate, that are used for detailed manufacturing instruction, provided that the change does not affect compliance of the equipment described in the EC Type Examination certificate and the Directive.
7.5) All EC Type Examination certificate schedule and related drawings are identified as being controlled by identification of         this status on the drawings.  Schedule drawings are identified and no modifications are permitted without reference to the Notified Body.  Related drawings are identified and no modifications are permitted without approval of the Authorized Person (see procedure DD02).  PCB Piezotronics, Inc. utilizes an electronic drawing control system for producing and storing drawings.  The system is protected against unauthorized access for amending drawings by restrictions for use.  Drafting department only has authorized access (see procedure DD02).  The Authorized Person is responsible for maintaining the system used for referencing schedule and related drawings relevant to the EC Type Examination Certificate drawing.  This system ensures that common schedule drawings associated with more than one EC Type Examination Certificate have simultaneous supplementary action in the event of an amendment to such drawings.   Schedule drawings related by a common component that has been revised per certification are also subject to simultaneous supplementary action.  These related drawings will also be identified with the “no change” statement.  The Authorized Person is responsible for ensuring that revised drawings are prevented from being used in production until approval is given by the Notified Body, and that any revised product is prevented from being identified or sold as a certified product until approval is provided in the form of a prime or supplementary EC Type Examination certificate.  
7.6) Manufacturing drawings that are not intended for use in potentially explosive atmospheres are distinguished from schedule and related drawings.  Schedule drawings are identified with the notice “No modifications are permitted without Notified Body approval”.  Related drawings are identified with the notice “No modifications are permitted without approval of the Authorized person”. 

   7.7) The notified body responsible for the quality system notification for each EC type-examination is indicated in the  

        EN012 register.
7.8) Equipment documents or manufacturing documents that are passed to a third party are presented as complete copies to ensure the information is interpreted correctly.

8.) Scanning of hardcopy documented information for electronic retention: Any person that has been directed to scan completed documented information shall ensure the effective transition from hardcopy to electronic media per requirements of procedure QA1108 Scanning Records for Electronic Storage.  The scanned file shall be reviewed, verified, and corrected when defects in scanning are detected.  Indexing method and storage location for the electronic file, shall be verified as correct per requirements of Document Index (CS002) including accuracy of the information used for filename creation. The person conducting the scanning shall ensure the following protocols are completed for each and every document that is scanned:


8a) before scanning, ensure all required information has been completed correctly and is legible,

8b) before scanning, remove any attached notes (e.g. Post-It notes), or other objects that may cover up information.  If the attached information is relevant, or is needed for the record of product conformity, then return the document to the person who wrote the attached note and have that person (or authorized delegate) transfer the information onto the document before scanning,


8c) before scanning, confirm if any two-sided documents are identified and ensure proper transfer to electronic medium,
8d) after scanning, verify that each page of the electronic file is properly and legibly stored including the alignment (this means that no shifted pages causing the header, footer, or other document identification is missing or out of viewing area).  

8e) after scanning, verify accuracy of filename used for indexing the files and stored per CS002 requirements.

9.) All documented information must be identified, indexed, stored, maintained, protected, controlled, accessible, retrievable and purged (retention time) per the requirements defined in Document Index CS002.  Records are made available for review by customer and/or regulatory authority in accordance to applicable defined contract or regulation requirements.
10) Retained documented information shall remain legible, readily identifiable and retrievable to efficiently serve the customer, statutory and/or regulatory authorities’ needs, as well as for internal and external auditing purposes.  Records (QA11) are stored in a suitable environment to protect and prevent damage or deterioration in such a manner as to prevent loss.  In some cases, long-term storage may take place within individual departments.  In these cases the records are segregated, labeled and organized to facilitate retrieval.
11) Documented information supporting the use of approved suppliers is defined and controlled per PD01 Supplier Approval process and QAM 8.4.
12) Documented information that has been prepared and readied for storage at an off-site or external facility shall be stored in accordance with Document Index CS002 requirements. The Archive Custodian (see QA002) is responsible for maintaining archived documented information. Departmental documented information designated for long term storage is forwarded to the Archive Custodian who coordinates their storage and retrieval per QA1041 Maintenance and Storage of Hardcopy Records.  Once a record has been archived it is recorded in the Archive Log QA016.  The Archive Log records the long-term storage location and the relevant retrieval information.  Employees requesting archived information are required to see the Archive Custodian and fill-out the Retrieval Log (QA017).  This is to ensure all requested information is accounted for and returned to the Archive Custodian.
13) Product certified to ATEX114 and IEC80079-34 

The documented information listed below must have a minimum of one copy retained to demonstrate product conformity.  The required minimum retention time applicable for these documents is 10 years after the last manufacture of the product.  This process may be in the form of hardcopy and/or electronic medium.

a) Regulatory requirements: This information is recorded and maintained in the “New Model Introduction”  (NMI) and/or engineering project file
b) Customer order: Documentation retained per procedure QAM 8.2
c) Contract Review: Documentation retained per procedure QAM 8.2
d) Training records: Documentation retained per procedure QAM 7.2
e) Inspection and test data (per batch): Documentation retained per procedure QAM 8.5-8.6
f) Calibration data: Documentation retained per procedure QAM 8.5-8.6
g) Sub-contractor evaluation: Documentation retained per procedure QAM 8.4
h) Delivery data: Documentation retained per procedure QAM 8.2
i) Quality manuals level I and II
j) External audit records retained per procedure QAM 9.2
k) Assembly procedures
l) Drawings
m) EC Type Examination certificates
n) Notifications provided by the Notified Body including reports
13.1) In the event nonconforming product has been supplied to the customer (see QAM 8.7); the information / records listed below must be retained for a minimum period of 10 years after realization of the nonconformance.

a) Serial numbers or identification of product supplied

b) The customer who received the product

c) The action taken to notify customer(s) and the relevant Notified Body

d) The action taken to implement corrective and preventive action
7.5.3) Control of Documented Information
7.5.3.1) 1) Documented information required by our quality management system is controlled in the R/TCS network folder, and also the TCS Homepage, to ensure that the documented information is available, and suitable for use, where and when it is needed, and is adequately protected.  It is the responsibility of all employees to ensure that documented information to be retained by their department are identified and controlled per QA11 Records Control.  It is the responsibility of all PCB employees to ensure that the records they create are identifiable and that the evidence contained therein is accurate and legible whether a signature (shall also include printed name), printed name only, or an assigned controlled stamp.  It is the responsibility of all employees to always print their required TCS system forms directly from the controlled TCS network folder or TCS homepage (no photocopying allowed), this ensures not only the latest revision is utilized, but also that the form is complete with no missing information (e.g. a poor quality photocopy).  In the event a TCS system document is printed for training, or a similar task, the printed documentation shall be discarded at completion of the task.  All employees shall use their legal name as provided to Human Resources department upon their hiring, or the employee number provided by PCB, or the assigned stamp provided by PCB, when completing documented information providing evidence of product or service conformity.  No nick-names, symbols, or other information that is untraceable to human resource employee file data, shall be accepted when completing documented information.  
For TCS system forms were acceptance, authorization, or approval are indicated by an employee’s signature, these forms also require the employee to legibly-print their name in addition to their signature.  The legibly-printed name ensures traceability from the signature back to the employee.
2) When recording information on documents to be retained as evidence of product, process, or service conformity, no erasable (e.g. pencil) or water soluble (e.g. non-permanent marker) medium is allowed.  Blue or black ink is the only acceptable form used to record evidence on a hardcopy record.  If a mistake is made when recording evidence, a single-line cross-out shall be used along with employee identification per QA1044 records Control Policy User Guide. This cross-out method shall be the exception and not the rule for documented information, with minimal use as the goal.  If more than one cross-out is used for a product, process, or service record, it is suggested the department supervisor evaluate the need for re-issuing and re-completing a new document for eventual retention that does not display high levels of error. The use of correction fluid (white out), correction tape, or other similar covering medium is strictly prohibited for any quality management system document. 
3) The identification system used for controlling quality management system documentation includes:
3.1) Forms:
3.1.1) Assigning a department - A two-letter prefix denotes the department. 

        
3.1.2) Document numbering system - Use of 3 numbers beginning with 001.

3.1.3) Revision. Use “NR” for “new release” and the entire alphabet beginning with the letter A for future revisions (no revision letters are skipped in TCS system).

3.1.4) Enter the implementation date of the revision using minimum format of MM/DD/YY.

                    An example of a controlled document number for a form is (CS002    REV.NR     03/02/15)

  


      An example of a controlled document number for the corresponding form instructions is (CS002i   REV.NR   03/02/15).

3.2) Procedures (or User Guide – use template CS001).

3.2.1) Assigning a department - A two letter prefix denotes the department that shall control the document.

3.2.2) Document numbering system - Use the next 4 numbers beginning with 1000 for procedures.


An example of a controlled document number for a procedure is (CS1000).

3.3)
Process Map
3.3.1) Assigning a department – A two letter prefix denotes the department that shall control the document.

3.3.2) Document numbering system - Use the next 2 numbers beginning with 01.

       An example of a controlled document number for a process map is CS01.

3.3.3) Revision status is indicated in the footer (or header) of the document. Use NR for new release and the alphabet beginning with the letter A for future revisions.

3.4) Document review and approval is the date of approval and the authorized employee per Documentation Approval Authorities list QA121. The approval date shall be used as the release date, unless otherwise noted in Issue and Revision Record.  Quality system documents and Issue and Revision Records (CS003) are processed electronically and filed indefinitely.
3.5) Issue and revision records are used to issue and indicate changes and revision levels to controlled documents.  The issue and revision record is on file for controlled documents, or the contents of CS003 may also be incorporated directly into the document, showing the history of previous revisions.  Document Administrators (QA002) are responsible for accurately maintaining the information.  Document Administrators ensure all document revisions have copy of Issue and Revision Record (CS003) submitted to Training Committee per QA1000. 

3.6) The Standards Library is located in a centralized location with access by all employees and contains copies of documents such as external standards and/or specifications (e.g. AS9102, AS9100, AS9101, Military Standards / Specifications).  Reference documents such as The Machinery's Handbook, Equipment User Manuals, State Statutes, Federal Regulations and posted copies of the PCB Quality Policy are exempt from this process.  Obsolete documents are either destroyed or, if retained for historical reasons, are identified as (marked as) “obsolete” to prevent unintended use.

3.6.1) External standards and/or specifications have the date they were added to the library, and by whom, indicated in the library spreadsheet. 

3.6.2) A list of the standards and other documents in the library is maintained.  This list includes:

a) Name or description of the document,
b) Revision level of the document on file,
c) Note regarding verification of current standard,
d) Date(s) of verifications.
       3.6.3) PCB Piezotronics, Inc. utilizes the revision level assigned to the document as the PCB Piezotronics, Inc. revision level. If the document does not have a revision level, PCB Piezotronics, Inc. will use the alphabetic revision level scheme. Quality assurance personnel can determine if the document matches the latest available revision by checking with published lists or by contacting the appropriate standards organization.  The check is performed prior to each use and is noted on the library listing.

3.6.4) As revised copies are added to the library; the obsolete versions are removed and destroyed (unless retained for historical informational purposes and identified per this procedure).

3.6.5) A sign in/out sheet is maintained in the library by the quality assurance department.
7.5.3.2)  1) Methods for the control of our quality management system documented information are defined.  Access, retrieval, use, storage, preservation of legibility, control of changes, retention, disposition and the prevention of the unintended use of retained obsolete documented information are defined in this procedure.  

2) For machine shop facility N/C Program Control refer to machine shop process procedure MS1008.
3) For Drawings and Specifications, the Technology Centers / Divisions are responsible for controlling the release, change, modification, and use of documents that define product baseline and configuration through drafting departmental procedures.  See drafting department procedure DD02 (ECO process) and DD1053 ECR/ECO Process.
4) The process for creating assembly procedures is defined in DD1018 Assembly Procedures.  The process of revising existing assembly procedures is defined in Drafting Dept. process DD02.  The ECO process is not to be used for TCS system documentation.
5) Level III forms entered into the HR Training Database are identified as requiring training company-wide (e.g. QA020).  Generally, these documents control or instruct processes across Technology Centers / Divisions.  Document Control Process QA01 shall be used for changes and revisions to these forms.  Internal forms that only pertain to department level operations are not required to be documented in the HR Training Database.  They are controlled and trained locally within departments. 
6) Firmware/Software control is conducted per procedure EN08.
7) For obsolete documents, Document Administrators (QA002) are responsible for ensuring that the document is removed from hardcopy and electronic locations per QA01, this also includes documents that are known to be posted within manufacturing areas.  The training committee is responsible for ensuring that a PE017 Training Change Request is completed per PE1008.  The original electronic document that has become obsolete must be moved to the appropriate obsolete document file located in the Obsolete Document File in the network directory (see QA1000 Document Administrator).  Previous document revisions are also required to be stored in this file.  The Document Administrators (QA002) are responsible for providing traceability from the obsolete document to the superseding document throughout all archived revisions.
8) Accreditation and Registration Body - Logo and/or Marking Control:
This section defines requirements for the use of any Quality Management System Registrar, Accreditation Body or similar firm whereby the use of their logo, marking or related terminology must demonstrate compliance to documented guidelines. Calibration certifications and reports within the scope of accreditation will use the “A2LA accredited” logo accompanied by the A2LA certificate number.  For calibrations outside the scope, certification documentation will not display the A2LA logo but may reference the certificate number as a resource for our customers.  Applications in this regard will be confirmed for compliance to Registrar and Accredited Body guidelines prior to use by the Calibration Technical Manager and/or Quality Assurance Manager.  Marketing and advertisement medium involving use of a Registrar or Accreditation Body logo and/or grammatical statement will be used as credential information specific to the PCB facility identified on the scope of accreditation and/or certification.  Product-specific information will be verified to current scope of accreditation by the Marketing Department prior to the use of subject information.  Proposed use of this information may be submitted for compliance review to the Quality Assurance Manager as deemed necessary by the Marketing Department.   

9) Documented information of “external origin” determined to be necessary to our planning and operation of our quality management system is defined and controlled.  

9.1) Externally provided (e.g. customer drawing) documents are maintained in the Engineering project File per QAM 8.3 and DD1010 Customer Supplied Drawing.  In the event a document has ECI/OUO designation, the documentation will be processed per requirements of SM1074 Records Control for Export Controlled Information/Official Use Only (ECI/OUO).
9.2) Customer contract requirements are maintained in the BSD per QAM 8.2.
9.3) Certification documentation from 3rd party organizations (e.g. Registrar and/or Notified Body) are maintained electronically in the TCS quality system folder QSM (Quality System Manual). Other documents from these parties requiring internal control are recorded in the Document Revision Index CS002. 
9.4) Supplier certificates of conformance and material test data are stored per QA07 Verification of Purchased Product.
10) Documented information retained as evidence of conformity is protected from unintended alterations by controlling access to these network locations.  Network access is monitored by the I.T. Department with approval authority provided by the Senior Leadership Team.
11) Management of documented information processed electronically is defined including protection from loss, unauthorized changes, unintended alteration, corruption and physical damage per Network Server Backup procedure CS1005.

Reference Documents:
CS001, CS002, CS003, CS1000, DD02, DD002, DD1010, DD1018, DD1053, EN01, EN08, EN31, EN012, EN048, EN082, EN082i, MS1008, PD01, QA01, QA07, QA11, QA002, QA016, QA017, QA121, QA1000, QA1041, QA1044, QA1108, SM1074.
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