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User Guide:  Records Control and General Handling for ITAR and ECI Documents and Articles

Purpose/Scope:  

This document provides instructions on the required control of ITAR (International Traffic in Arms) and ECI (Export Controlled Information) documents and articles and includes identification, access, storage, transmission and destruction of these documents and articles.  
Customers will have their own specific methods to designate Export Controlled Information, such as “Export Controlled Information/Official Use Only” (ECI/OUO).  For the purpose of this procedure, ECI (Export Controlled Information) will cover all customer supplied terminology.

Responsibilities: 


These instructions must be adhered to by anyone employed by PCB Piezotronics who handles documents and articles that contain an ITAR or ECI identification.
Procedure for ITAR:

A. Identification of ITAR Documents and Articles

a. ITAR documents shall be identified by marks as follows:

i. If a finished PCB Product/Model:

“This product is a controlled item under the International Traffic in Arms Regulations (ITAR) administered by the Directorate of Defense Trade Controls. Any export of this product from the United States, including any item in which this product may be incorporated, requires appropriate authorization from the U.S. Department of State. Diversion contrary to U.S. law is prohibited.”

ii. If a “Component”, which is only used in a finished PCB ITAR Product/Model:

“This document contains technical data that is controlled under the International Traffic in Arms 

Regulations (ITAR) administered by the Directorate of Defense Trade Controls. Any export of 

this technical data from the United States and any disclosure of this technical data to non-U.S. 

Persons requires appropriate authorization from the U.S. Department of State.”
iii. These statements are to be shown on the spec, drawing, or first page of multi-page documents.   
b. Articles produced by PCB Piezotronics that are identified by our customers as “ITAR Articles” will be identified in the business system by checking the “ITAR” flag on the Item master.

B. Access to ITAR Documents

a. IT, Drafting, and Sales shall ensure that electronic copies of ITAR documents are secured in electronic folders with limited access.  Engineering and Sales Management will determine the employees who are required to have access to the information and convey to IT who will then administer the folder permissions for access.

C. Storage of ITAR Documents

a. PCB is a secure facility and access to the production and engineering areas is controlled.  It is still recommended, however, that printed copies of ITAR information be secured and not left out in plain sight when not in use.

b. Electronic copies of ITAR information must be kept on servers hosted in the United States.

c. Electronic copies may be stored on local computer drives or on removable hard drives.  Information may not be shared with foreign nationals, either overseas or domestically.

D. Transmission of ITAR Documents

a. The sender must ensure before sending that the receiver of the information is not a foreign national.

b. Electronic transmission of ITAR information will be sent via email with the use of encryption.

i. With the exception of Spec or Outline Drawing.
ii. Installation drawings REQUIRE encryption.

iii. See “Email Encryption” document in Information Technology tab of TCS for instructions on encrypting emails.

c. Material relating to the production, manufacture, assembly, testing and/or internal engineering of the model are to be:

i. Approved for transmission by PCB Engineering Management to determine if the information is of a confidential nature and can be forwarded.

ii. Reviewed by PCB’s Legal Department prior to sending outside the company electronically or via hardcopy.

E. Destruction of ITAR Documents

a. When printed ITAR documents are no longer required, they must be shredded. They may be:

i. Placed in the locked bins used for documents requiring secured shredding.  These documents will be shredded on-site by an outside document control firm under the supervision by a PCB representative.

ii. Shredded directly by the user.

b. When ITAR documents or electronic media are no longer required, they are to be deleted from the operating system by the user or IT.
F. Destruction of ITAR Articles

a. ITAR articles are to be rendered unusable and unrecognizable from their original form.  Engineering will determine the actions required to prevent the article from being used for its originally intended purpose.  These actions may include, but are not limited to: 
i. Drilling a hole in the sensor or component.

ii. Smashing the sensor or component with a hammer.

iii. Cutting the sensor or component into smaller parts.

iv. Removal of a critical feature that renders the part unuseable and unrecognizable to the item drawing.
Procedure for Export Controlled Information (“ECI”):
Export Controlled Information will not be provided in any form to foreign nationals, either domestically or overseas.

Note: per DD1016, ECI items cannot be used with the Cable Configurator.

A. Identification of ECI Documents

a. Export Controlled Information documents shall be identified by marking “Export Controlled Information” on the first page of the document and/or each page of the document containing ECI information.

b. Articles produced by PCB Piezotronics that are identified by our customers as “ECI Articles” will be identified in the business system by checking the “Export Controlled Information” flag on the Item master.  

B. Access to ECI Documents

a. IT, Drafting, and Sales shall ensure that electronic copies of ECI documents are secured in electronic folders with limited access.  Engineering and Sales Management will determine the employees who are required to have access to the information and convey to IT who will then administer the folder permissions for access.
C. Storage of ECI Documents

a. PCB is a secure facility and access to the production and engineering areas is controlled.  It is still recommended, however, that printed copies of ECI information be secured and not left out in plain sight when not in use.

b. Electronic copies of ECI information must be kept on servers hosted in the United States.

c. Electronic copies may not be stored on local computer drives or on removable hard drives.

D. Transmission of ECI Documents

a. Printed copies of ECI information sent outside of PCB Piezotronics, not included as part of a shipment of a component or finished goods, shall be placed in a separate envelope to be placed in a single envelope or container sufficiently sealed to prevent inadvertent opening and to show evidence of tampering.  
i. The outside envelope or container must bear the complete name and address of the sender and the intended recipient with “To Be Opened By Addressee Only” on the outside.  
ii. The inside envelope or container must be marked as follows:

1. Envelope: “Export Controlled Information” 

2. Container: A sign stating “Export Controlled Information” should be placed in the container such that it will be the first document seen when the package is opened.

iii. The sender must ensure before sending that the receiver of the information is not a foreign
 national.  
v. Material relating to the production, manufacture, assembly, testing and/or internal engineering of the model are to be:

1. Approved for transmission by PCB Engineering Management to determine if the information is of a confidential nature and can be forwarded.

2. Reviewed by PCB’s Legal Department prior to sending outside the company electronically or via hardcopy.

b. Electronic transmission of ECI information will be sent via email with the use of encryption with the following rules:

i. The exact phrase “ECI/OUO” must appear in either the Subject line or the body of the email.  This is required for automatic encryption. Or, the email must be manually encrypted.
1. See “Email Encryption” document in Information Technology tab of TCS for instructions on encrypting emails, for manual encryption.

ii. The sender must ensure before sending that the receiver of the information is not a foreign national.                
E. Transmission of ECI Articles

a. Shipments of a component or finished goods, which is considered an ECI Article, shall be placed in a container sufficiently sealed to prevent inadvertent opening and to show evidence of tampering.  

i. A sign stating “Export Controlled Information” should be placed in the container such that it will be the first document seen when the package is opened, or a sticker placed on product packaging, stating the same.
ii. The sender must ensure before sending that the receiver of the information is not a foreign

 national.
1. Sender is individual coordinating shipment, i.e. Sales, Purchasing, Engineering, etc. not  only logistics associates.
F. Destruction of ECI Documents

a. When printed ECI documents are no longer required, they must be destroyed by shredding (no wider than ¼” strips), burning, pulping or pulverizing beyond recognition or reconstruction.  They may be:

i. Placed in the locked bins used for documents requiring secured shredding.  These documents will be shredded on-site by an outside document control firm under the supervision by a PCB representative.
ii. Shredded directly by the user.

b. When ECI documents on electronic media are no longer required, they are to be deleted from the operating system by the user or IT.
G. Destruction of ECI Articles

a. These articles will follow the same destruction protocol as ITAR-controlled items to ensure that these articles are not sold or otherwise transferred to foreign nationals in its original form. The articles are to be rendered unusable and unrecognizable from their original form.
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