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User Guide:  Program for Counterfeit EEE parts Avoidance

A. Scope
a. This document details the program used by PCB Piezotronics to ensure that counterfeit electrical, electronic and electromechanical (EEE) parts are not introduced into products supplied to PCB’s customers.

b. The program addresses avoidance, detection, mitigation and disposition of counterfeit or suspected counterfeit EEE parts.

c. The requirements in this document also pertain to parts returned from suppliers that have been reworked.
d. PCB’s program is based on the requirements found in the AS9100 and AS5553 standards.
e. The requirements in this document pertain to all suppliers who provide components and assemblies with an Vendor Category of  “PCA”, “ELC” or “CON” in PCB’s Business Enterprise System.

B. Personnel Training

a. Relevant employees will be trained in the awareness, avoidance, detection, mitigation and disposition of suspect or confirmed counterfeit EEE parts commensurate with their job function.  
b. PCB’s Training Committee will determine which Training Programs will contain this procedure and how the training will be conducted according to PCB’s internal training procedure.  Relevant employees trained may include those individuals involved with program management, supply chain, quality assurance, receiving, manufacturing and engineering.
c. Training will be updated to address any changes to the referenced standards or changes to PCB’s internal program.

C. Parts Availability

a. During the design and development phase of new products, PCB will assess the long term availability of authentic parts and part sources for production and support of systems.  This review will be part of the Phase Gate design review and documented on the Supply Chain Feasibility Report (EN064).  When final BOM’s are released, EEE parts will be loaded into the IHS System by the Regulatory Specialist to ensure that PCB receives alerts of suspect counterfeit parts.
b. When parts availability or obsolescence risks are identified, the resolution process will include consideration of lifetime buys, alternate/multiple sources, development of new items or sources, redesign or other appropriate means to reduce the risk of exposure to suspect or confirmed counterfeit parts.  
c. Parts availability or obsolescence risks are identified via direct communication from suppliers of EEE parts or through industry and government sources including PCB’s subscription to IHS and GIDEP.
D. Purchasing Process

a. PCB will purchase EEE parts from suppliers that are Authorized Sources.  This requirement is flowed down to suppliers via PCB’s Manufacturing Guidelines (QA1087).

b. Each supplier of EEE parts is required to complete a Counterfeit Parts Prevention Questionnaire (PD111) or sumbit their Counterfeit Electronics Parts Control Plan to verify that they have a Counterfeit Parts Prevention program in place and that they are an OEM/OCM Authorized distributor/supplier.  These Questionnaires or Supplier Control Plans are kept on file.

c. Potential suppliers are evaluated according to PCB’s Supplier Approval Process (PD01).  For suppliers of EEE parts, consideration for approval and source selection is based, in part, on the supplier’s program for counterfeit EEE parts avoidance and is documented on the Supplier Survey (PD117 and PD120).
d. Continued approval of EEE parts suppliers will be based, in part, on notifications from industry and government sources including IHS and GIDEP.

e. When suppliers must use EEE parts from an unauthorized source they are required to notify PCB prior to delivery.  In addition they must provide a documented counterfeit parts risk assessment and risk mitigation plan according to PCB’s Manufacturing Guidelines (QA1087).  This risk assessment must address the likelihood of receiving a suspect or confirmed counterfeit EEE part from the source and the consequences of a suspect or confirmed counterfeit EEE part being installed (e.g., human safety, reliability, performance).  The risk mitigation plan shall document tests and/or inspections utilized commensurate with the risk including acceptance and rejection criteria.
E. Part Verification
a. When PCB is notified that EEE parts are being obtained from an unauthorized source, Purchasing must notify Receiving Inspection.  Receiving Inspection will add an inspection test to part inspection plan verifying that a risk assessment and risk mitigation plan is on file.  The absence of this plan will result in the parts being rejected and quarantined until a part inspection plan is documented.
b. Procured items from authorized sources will be verified against the documented part inspection plan in accordance with General Receiving Inspection procedure QA1030.
F. Investigation/Control
a. When PCB is made aware of a suspect or confirmed counterfeit EEE part through notification from the Supplier or from industry or government sources, the Purchasing Manager or designee shall be responsible for researching the notification to determine if it applies to PCB.

b. If the notification does apply to EEE parts supplied to PCB, then the Purchasing Manager will advise the Quality Engineer to initiate a containment of the part in question according to PCB’s containment procedure TA05.

c. The containment will include EEE parts on order, parts in inventory, parts in process, parts built into finished product in finished goods inventory, and parts built into finished product that have been shipped to customers.

d. Confirmed counterfeit EEE parts will be considered nonconforming and documented on a Material Rejection Report (MRR).  The Quality Engineer is responsible for processing the material rejection according to PCB’s internal procedure for control of nonconforming purchased material QA06.
e. If parts are dispositioned for scrap, the parts shall be rendered physically unusable.
f. When failure analysis is performed on EEE components that are found to be defective on customer returns or internal rejections, the Quality Engineer will include identification of suspect or fraudulent parts as part of the analysis according to PCB’s internal procedure for failure analysis EN05.

G. Material Traceability
a. Identification of each product manufactured by PCB that contains EEE parts is maintained throughout the life of all products in accordance with PCB, customer contractual, statutory, regulatory or other requirements through model number and serial number, which is traceable to the job router through the business enterprise system.  
b. Purchased components are assigned a lot number at incoming receiving per Receiving Process LG01, Verification of Purchased Product QA07 and QA08.  

c. Material lot traceability of EEE parts is maintained either through the lot tracking system in the business enterprise system or by manual means.

H. Reporting

a. When PCB has determined that any EEE part or assembly containing EEE parts may be suspect or confirmed to be counterfeit, the incident will be reported to the applicable parties.
i. Suppliers of the EEE part in question will be notified by Purchasing.

ii. Customers who may have received product containing suspect or confirmed counterfeit EEE parts will be notified by the applicable Sales representative.  Product will be dispositioned according to PCB’s procedure for recalling product (QA12).

iii. Industry notifications of confirmed counterfeit EEE parts will be made via the GIDEP system.

I. Auditing

a. PCB’s program for counterfeit EEE parts avoidance will be audited via PCB’s internal audit process documented in process map QA03.  

b. This supplemental internal audit will be used to verify compliance to this control plan.
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